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1.0 INTRODUCTION

  
1.01 
MISSION STATEMENT

The purpose of this document will allow users and departments to understand the procedures and policies of the CATS NTS Network Operations Department for enhanced services.  At this time, the Network Operations performs a network support role to the University.  The Service Level Agreement will benefit all departments by improving the quality of service.  Through emerging technologies, Network Operations will continue to allow the University to grow and provide a stable environment for research, administration and education.  The goal of Network Operations is to provide a user friendly atmosphere and therefore improving productivity. 

1.02 ADMINISTRATIVE NETWORK
Network Services is a recharged activity that provides campus network connection and access services to campus users, including access to UCNet, commercial Internet and CalREN-2 high-speed research network sites.  The costs of a baseline level of off-campus student, faculty and staff access (dial-in or remote services) are funded through network rates; this service accounts for roughly 5%($13) of the annual charge.  Separate rates cover the costs of service installations, moves, specialized (link and departmental modem) services, small wiring installations and miscellaneous time and material recharged project support.

1.03 STUDENT COMMUNICATIONS SERVICES (SCS)
Network services is a recharged activity that provides network access services to campus residence users through a contract with the Colleges and University Housing Services.  Included is access to the commercial Internet.  The services model covers only ‘dedicated’ active service connections to designated residence room locations where CUHS has provided campus standard cabling.  Implementation project management support to extend SCS-NW service to new residence construction is also part of this service.

The current service is 10Mb/s switched connections to 100Mb/s uplink to the campus network.  The existing agreement with CUHS is that any change or upgrade to this service will be funded separately.
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2.0 EXPECTATIONS

Network and Telecommunications expects all departments including NTS to follow the SLA where it pertains to their tasks.

2.01 
NTS EXPECTATIONS

NTS will provide certain functions that will enable a productive and user friendly atmosphere.

2.01.1 System availability:

2.01.1.1 Network will be accessible for an acceptable period which is listed in the Metrics section of this document.

2.01.2 Data restoration:

2.01.2.1 NTS will provide restores of certain data on network equipment.

2.01.3 SCNET:


2.01.3.1 NTS will provide support of approved hardware, protocols and network software used by departments and users employed by the University. (See Appendix A).

2.01.4 Development:

2.01.4.1 NTS will provide resources, such as programming documentation and training on approved  hardware, protocols and network software for the enhancement of the University and requesting department.

2.02 
DEPARTMENTS EXPECTATIONS

Departments within the University are required to meet the following expectations to enable them to effectively perform their mission.

2.02.1 All departments are expected to clearly identify and communicate their needs to NTS to the best of their ability.

2.02.2 All departments are expected to understand and follow the procedures outlined in this document.

2.03 
LEADS/SUPERVISORS/MANAGERS EXPECTATIONS

Supervisors/Managers should meet the following expectations to enable a productive environment.

2.03.1 All supervisors/managers should clearly define requests.

2.03.2 All supervisors/managers should lead by example by using the procedures in this document.

2.04 
USERS EXPECTATIONS

All users are expected to meet the following expectations while at Starlight International.

2.04.1 All users are should familiarize themselves with the Departmental Service Level Agreement.

2.04.2 All users are should understand how to use any software supplied to them, including network login, wireless login, printing, and email operation.

2.04.3 All expenditures will require a manager with budget authority prior to submitting to NTS.

2.04.4 All users are should follow the documentation given to them.

2.04.5 All users are should follow proper procedures when submitting a request.

2.04.6 All users are should be available to answer questions regarding their requests.

3.0 SERVICES PROVIDED

NTS will provide the following services to ensure a positive and productive work environment.  All services in this area will fall into different severities and priorities.  See Appendix B for explanation of severity and priority levels.

3.01
TROUBLE REPORTS
scnet@ucsc.edu is the mailing list used for contacting Network and Telecommunications Services (NTS), the central network support organization at UCSC for network-related issues. You can reach us by phone at (831) 459-2224. 

We accept reports of broken modems, malfunctioning network equipment, inoperative network jacks, and problems related directly to Internet connectivity. Trouble reports that require a truck roll for diagnosis need to be verified by your computer coordinator or a follow up phone call. 

The mailing list should be used to make an initial trouble report. Queries about pending job status are better sent to networkops@ucsc.edu.
3.01.1 The computer coordinator should contact NTS via email at scent@ucsc.edu.

3.01.1.1   The trouble report should include the   following information: 

Building Name:
Building Number:
Room Number:
Jack Number:
Contact Name:
Contact Phone Number:
Problem:
Time/Date Reported:

3.01.1.2   For problems effecting multiple users, or problems not that cannot be narrowed down to a specific jack, please provide as much information as possible. 

3.01.1.3 The computer coordinator will be notified within XX minutes and the problem solved within the time frame established for the severity level of the problem.  See Appendix B.

3.01.2 
If a user does not receive a response within the time frame, the following steps will happen.

3.01.2.1
A technician will investigate the problem. A solution time will be provided with a plan for implementation.

3.01.2.2
If no solution is made by the specified time, the request will be escalated to a NTS supervisor. The supervisor will provide any additional information to the user.

3.01.2.3
If the supervisor is unable to solve the problem within XX hours, a NTS manager will contact the user and continue investigation until it is solved.


3.02 
SMALL PROJECT WORK  

Any request that will involve monies $5,000 and below spent will fall into this service.  This may include small wire projects, programming requests or other expenditures.  Please follow this step when making this request.

3.02.1 The user should send an email to NTS with a description of the task.

3.02.2 The Network Services Coordinator will respond back to the user with the task number, date due, and any questions that they may have.  A FOPAL for $70.00 will be required for an estimate, and will be refunded should you proceed with the work.
3.02.3 All questions/comments that the user may have will go through the assigned NTS personnel.

3.02.4 After job is completed and tested, documentation and training will be provided to the requestor if needed. 

3.02.5 After completion, NTS personnel will respond to the user via email.
3.03 
CAPITAL PROJECT WORK (Projects over $5,000)
Any request that will involve monies over $5,000 spent will fall into this service.  This may include one of the following: small wiring projects, programming requests, purchases such as routers, switches, content servers, or other expenditures.  Please follow these steps when requesting a capital expenditure.

3.03.1 The user should follow procedures in 3.02 SMALL PROJECT WORK with the following differences.  
3.03.1.1 Estimates may require design work that will billed by time and material.
3.03.1.2 User will receive a formal estimate with design specifications.
3.03.2 NTS will communicate with the user regarding the cost and timeliness of the request and any questions that they may have.

3.03.2.1 Review with the customer other options.
3.03.2.2 Review with the customer feasibility of proceeding with work.
3.03.2.3 Consult with the customer on the Cost/Benefit analysis.
3.03.2.4 Consult with the customer on any work required for executive/budget review.
3.03.3 The customer will submit the request to their management for approval.

3.03.4 Once the project is approved the assigned NTS personnel will respond back to the customer with the task number, date due, and any questions that he/she may have. A FOPAL will be required before work proceeds.
3.03.4.1 All questions/comments that the user may have will go through the assigned NTS personnel.

3.03.5 After project is completed and tested, documentation and training will be provided to the requestor as needed. 

3.03.6 After completion, the NTS personnel will respond to the user via email with documentation and an online survey to be filled out by the requestor.

3.03.7 The survey is filled out and returned to NTS before the due date.

 3.04
AFTER HOURS SUPPORT

Normal working hours are 8 to 5, Monday thru Friday, and we do have a limited number of staff available for after hour emergencies; however, we can only respond to major outages affecting network services on a building-wide scale. Should you need to report a major outage after hours please call (831) 459-2714. 

3.04.1 Types of after hours work performed. 

3.04.1.1   Entire building cannot get on network (does not include trailers)
3.04.1.2   Campus wide power outage
3.04.1.3   AIS/FIS network outage
3.04.1.4   Service affecting worms or virus
3.04.1.5   Fire, Burglary or natural disaster (NTS needs to assess network   integrity)

3.04.1.6 Nobody is able to get on the network.

3.04.2 When the operator responds, clearly state the problem.

3.04.2.1 Where did the problem start?

3.04.2.2 What is your jack number?

3.04.2.3 What is the name of the service you were trying to use when you noticed a problem?

3.04.2.4   Is the problem affecting multiple users?

3.04.2.5   What time the call is being made?

3.04.2.6   What phone number can the user be contacted at?

 
3.05 
DATA RESTORATION

NTS keeps data for certain systems and provide restores of the data.  

3.05.1 Systems that will perform restores are the following:

3.05.1.1 HPOV
3.05.1.2 Network routers (logs are not saved)

3.05.1.3 Network switches (logs are not saved)
3.05.1.4 DNS/DHCP

3.05.1.5 RADIUS

3.05.1.6 Wireless security/authentication devces

3.05.2 There will not be restores from the following:

3.05.2.1 Log files
3.05.2.2 Any data on customers own equipment
3.06
NEW USER SETUP

NTS will create user accounts and provide the necessary setup to allow users access to the network (both wireless and wired).
3.06.1 Requests for new accounts should be sent to DCG, a FAQ has been setup to assist you at http://www2.ucsc.edu/cats/sc/help/intro/ 
 

3.07
DHCP REQUESTS
DHCP is stable and operating campus-wide at UC Santa Cruz. Dynamically assigned IP addresses are available on all campus subnets. We are running the Internet Software Consortium's DHCP server, a freely available server providing BOOTP and DHCP service. DHCP offers advantages to computer users and administrators. Among the benefits are: 

Efficient utilization of our IP address space 
Static assignment of IP addresses ultimately results in poor utilization of our address space, whereas dynamic assignment virtually guarantees that underutilization won't occur. Static assignment doesn't offer any mechanism for returning unused or abandoned IP addresses. 
Host mobility is enabled 
DHCP provides the capability for a client to connect to any subnet, unlike BOOTP which tied a hardware address to a specific subnet. Thus, users with laptops can easily rove campus without having to ever modify their network configuration.

Immediate and automatic address assignment
IP addresses are assigned by the DHCP server automatically, without the need for manual intervention. The latency of requesting a BOOTP entry be added has been eliminated, simplifying the work for users, computer coordinators, and central support 

DNS entries corresponding to dynamically assigned addresses are of the form: dhcp-<subnet>-<nn> where <subnet>corresponds to the subnet to which your host is attached and <nn> is an integer value. So, for example, if you reside on the 128.114.160 subnet, and you were dynamically assigned the IP address 128.114.160.210, you would find your hostname was dhcp-160-1. This name is statically bound to this IP address, so whomever is assigned 128.114.160.210 will be known as dhcp-160-1. 

Not all machines will want their IP address (and DNS name) assigned dynamically. Those users who require a static name/address pair are still required to submit a BOOTP/DNS request to scnet@cats.ucsc.edu prior to activating their machines. Machines such as the following typically require a fixed name and address:

Unix Workstations
Novell Servers
Xterminals and Printers
WWW, FTP Daemon, and Mail servers

We will continue to support BOOTP on campus. If your machine is already registered and using BOOTP, then no action on your part is necessary. However, if it is possible to convert the machine to DHCP, NTS would appreciate your doing so as we would like to move as many hosts on campus to DHCP as is possible.

If you are installing a new machine which is capable of supporting DHCP, then NTS requires that you run DHCP. Please see the Client Information section on our web site http://noc.ucsc.edu/dhcp/ for information on how to configure your Mac or PC to use DHCP.

3.08 DNS REQUESTS
All services that are provided by members of the UCSC community as part of their official functions and as part of the mission of the institution and registered within the ucsc.edu domain will be covered by the following guidelines.

1. All services that are provided by either members or nonmembers of the University of Santa Cruz community, but which are not part of their official functions as members of the community or as part of the mission of the institution, must be registered outside the ucsc.edu domain.

Implementation Requirements

DNS Standards within the ucsc.edu Domain


Guidelines: 

First-level domain names in the ucsc.edu domain must be the names of schools,colleges, institutes, or units which are officially recognized by the UC Regents.

Or

First-level domain names may also reflect generally accepted practices which are used by the Internet-at-large and provided by sites internationally.

The person making the request must be a full-time UCSC staff member willing to take responsibility for ownership of the DNS name. This means that you must notify CATS/NTS of any change in ownership, contact information, or expected duration for the DNS name.

And

The requester takes the responsibility for the placement of the proposed name as a first-level name within ucsc.edu and has the explicit approval of the unit administrator of the school, college, institute, or unit to which the name would otherwise be associated and is accepted by CATS/NTS and entered in the DNS only with such approval.

First-level domain names within the ucsc.edu domain may be allowed only if all the following conditions are met:

The proposed name will be used by many people from many different organizations either within or outside the University.

The proposed name is for a University-wide service, or it is for a service that is being offered to people or groups that are outside the University.

The proposed name is not now, and is not likely to become, ambiguous if it is used as a first-level name.

The proposed name is not likely to be the subject of frequent changes.

The DNS prefix must be concise and unambiguous as your request should describe your site.  Department and program names or acronyms are common. Do NOT use spaces, avoid Capital letters where possible and never request special characters.  For example the request for, “printer.ucsc.edu” needs to be more specific, try appending a department name and room number to your device, such as pyhsics7501.ucsc.edu This will assist those troubleshooting and those who use the device.  Be specific.

Request for a Static Address:

Requests for a statically assigned address must meet the following conditions: 

All requests for static addresses must be accompanied by a valid hardware address, MAC Address.  This is required in order to identify the device to DHCP, assist troubleshooting and locate the device on the network.  Even if the statically mapped device is not dynamically allocated through DHCP it must be identified to the DHCP servers so that your address is reserved.

All requests for statically mapped devices must have information regarding the device type, operating system and location.  An example would be “winXP, DELL 2100” “Kerr RM 7501”. Requests without full information are returned the the requester.

The server, printer or unit receiving the static address must be configured to get its address from DHCP which assigns all static addresses in the University.  DO NOT enter  an IP Address directly in the node which has been granted the address.  Correctly configured nodes get their assignment from DHCP which correctly identify the node in its database, reserve the address, and hand out the statically mapped address.  Requests for exceptions to this policy must accompany the request.

The department making the request takes the responsibility to turn in the address once it is no longer needed or the device to which it was assigned is taken out of service or moved to a different department.  Judicial use of IP Addresses assigned to departments' subnets is a requirement and further allocation of IP Addresses will be denied unless unused addresses are turned in. 

Denied Requests:    

Requests which are denied by the DNS unit may be appealed to the Chief Information Officer of the University of Santa Cruz. In the case of a dispute over the rights to a particular name, the DNS unit shall have no responsibility other than to direct both parties to the Chief Information Officer.

When making DNS requests remember all requests generic in nature or for services, are cleared by Jim Burns, UCSC's PIO  jrburns@ucsc.edu .  For instance if the Silicon Valley Center requested a machine name of aqua.ucsc.edu.  The name aqua would probably be better used at the Long Marine Lab.  Just use common sense.  Another example would be the request from the National society of Black Engineers to change their machine's hostname to seal.ucsc.edu (Scientists and Engineers of the African Legacy)  the name seal is more appropriately reserved for the Institute of Marine Sciences.

Beware of generic names requested by a single department.  For instance classes.ucsc.edu is more appropriate for the Registrar's Office.  These names are being allocated for portal's or main web servers which represent either a department or the University in it's entirety.

DNS Standards outside the ucsc.edu Domain

Domain names outside ucsc.edu may be allowed —and may, in fact, be required — only if all the following conditions are present:

 The proposed name will be used by many people from many different organizations outside the University.

The proposed name is not likely to be confused with the name of a UC department or unit.

The proposed name has either primary or secondary name service provided by ucsc.edu hosts and has the name server listed by the ucsc.edu name.

The placement of the proposed name outside the ucsc.edu has the explicit approval of the unit administrator of the school, college, institute, or unit to which the name would otherwise be associated.

Making a DNS Request:

DNS requests are entered through the website hostnames.ucsc.edu these requests are forwarded to CATS/NTS personnel and formatted for entry in the DNS databases.  The formatted entries are acted upon within TWO business days following the day of entry by the requester.  If the request is complete a notice will be sent back with the resolution.

If the entry is not complete the request will be sent back to the requester asking for more information.  Do not send requests directly to individuals in CATS/NTS as they may be out of town or assigned to other duties.

What if there is a problem:

Emergencies or requests which were entered in error, whether on the part of the requester or not should be sent to scnet@ucsc.edu stating the problem encountered.  When making the report enter all contact information including email address, pager, telephone number, cell number, etc so those addressing the problem will be able to confirm a resolution.

Time Sensitive Requests:

A time sensitive request occurs when the desired outcome is little or no outage to production services.  Examples are current production web servers changing IP Addresses or names, moving an MX record on a production email system.

The following are required:

Make the request at least one week in advance so that one of the CATS/NTTS staff can be available for your change.  There are several important protocols which must be followed regarding time sensitive changes wether during normal business hours or out of hours.

The request must be accepted by one of the CATS/NTS Staff who will contact you for the details of the change.

The requester must be willing to be available during the time of change with contact information to include a cell number, pager or home phone should problems occur.  

The requester must be available for testing when the change has occurred and contact the CATS/NTS staff person when satisfied that the change has been entered correctly according to the original request.

There must be a backout period assigned to the request.  Normally a half hour of testing after the change has been made; but no longer than an hour.  If the change and testing is not successful the request will be rolled back by the engineer from CATS/NTS.

If the CATS/NTS staff engineer does not hear from the requester at the end of the hour the entries will be rolled back.

Should problems occur after the entries have been accepted, contact scnet@ucec.edu stating the current situation.  Do not hesitate to contact scnet@ucsc.edu even if you have indicated to the staff who made the entry that you were satisfied, your main point of contact will be scnet@ucsc.edu once the window for rollback has passed.

When will the entry be activated after entry:

Once the entry has been received and entered the request is sent into production.  Production changes occur once per day in the a.m., after DNS databases have been updated and corrected.  Ad Hoc changes throughout the day are disruptive to University Services and discouraged.  DNS changes take time to propagate throughout the Internet Community and may take as long as a week for all servers worldwide.

Allow at lease 24 hours for your change to propagate locally after receipt of completion by CATS/NTS Staff.  Remember your computer may have cached the old entry, or the server you normally use for DNS requests may not have updated its databases.  Reboot your desktop machine to clear out its cache, if you are testing new entries.  Issue nslookup or DIG requests against ns1.ucsc.edu to verify your change.

 I.
Policy Implementation

A. Responsibility for implementing this policy will rest with the DNS unit of CATS/NTS. To contact the DNS unit, send an electronic mail message to ipreq@ucsc.edu.

VI. Definitions

A. IP address—An address assigned to accomplish routing on the Internet.

B. Domain Name System (DNS)—The method or scheme for assigning names within an

IP address.

4.0 PERFORMANCE METRICS

        NTS will provide reports for the following information.

4.01
UPTIME FOR SYSTEMS

         
Uptime for network. (On a monthly basis)

4.01.1
Backbone Routers
4.01.2
WAN’s
4.01.3
Wireless
4.02
RESPONSE TIME
Network Operations response time. (On a weekly basis)

NTS will provide the number of calls made to the help desk from each department.

4.02.1 Critical Calls

4.02.2 Non-critical Calls

4.02.3 Calls by Severity

4.03
TRACKING REQUESTS PER DEPARTMENT

Tracking Number of Requests per department. (On a weekly basis)

4.03.1 Email

4.03.2 Telephone

5.0
FUNDING MODELS
5.01 ADMINISTRATIVE NETWORK
5.02 STUDENT COMMUNICATIONS SERVICES





APPENDIX A

SUPPORTED HARWARE/PROTOCOLS
	Software
	Department(s)
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APPENDIX B

SEVERITY LEVELS

	Severity Level
	Explanation Severity
	Response Time
	Resolve Time

	10
	Critical
	15 minutes
	1 hour

	20
	Urgent
	30 minutes
	2 hours

	30
	High
	1 hour
	3 hours

	40
	Medium
	4 hours
	8 hours

	50
	Low
	1 day
	5 days

	60
	Short Term Project
	1 day
	XX days

	70
	Intermediate Project
	2 days
	XX days

	80
	Long Project
	3 days
	XX days


PRIORITY LEVELS

	Priority Levels
	Explanation Severity

	1
	High

	2
	|

	3
	Medium

	4
	|

	5
	Low


NOTE:  Priority levels may change depending on other task priorities and severities.

ESCALATION PROCESS

Each task will be entered into the Pinnacle software with a severity level and a priority level.  As tasks are completed and new tasks are added the older tasks will escalate to a higher priority.
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