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I.   PURPOSE 
This policy describes how wireless network communication technologies are to be deployed, administered, and supported at UC Santa Cruz. The purpose is to assure that all constituents using wireless networks receive an acceptable level of service quality in respect to reliability, integrity, availability, and security. 

This policy supplements the UC and UCSC electronic communications policies. The wireless network policy and procedures are subject to review by the Network & Telecommunications Advisory Committee and to approval by the Information Technology Committee, as chartered by the Provost. 

II. POLICY

A.   General 

The Vice Provost--Information Technology Services (ITS) is responsible for providing a secure and reliable campus network to support the mission of the University. Under this broad responsibility, the following campus-wide wireless network policies are established:

1. Only hardware and software consistent with wireless network standards approved by the Vice Provost--ITS or designee, presently Network & Telecommunications Services (NTS), shall be used for wireless access points. Organizational units and personnel of campus departments shall also consult unit/departmental policies for additional guidance for the use of wireless hardware and software. 

2. All wireless access points shall be registered with NTS. In the event that a wireless network device interferes with other equipment, NTS shall resolve the interference as determined by “use priority” (see Section B.2.).

3. Deployment and management of wireless access points in common areas of the campus is the responsibility of NTS. Given the properties of wireless networks, this is most of the campus. Campus-wide wireless needs take precedence over departmental needs, except in specific cases of wireless research or instruction, in which cases NTS will design around the lab.

4.   New plans for buildings and gathering areas shall consider the need for and use of wireless networking, similar to the planning done currently for wired networking.

B.   Interference management

All equipment that operates intentionally or inadvertently in the wireless frequency spectrum will be carefully installed and configured to avoid interference between components of different network segments and other equipment. Consistent with ensuring the management of interference:

1.   The installation, management, and use of all wireless communication networks shall be consistent with Federal and State laws and regulations and with UC and UCSC policy.

2.  “Use Priority” -- the order of priority for resolving unregulated radio frequency spectrum use conflicts shall be according to the following priority list:

a.   Life and safety
b.   Research
c.   Instruction
d.   Administration
e.   Public access
f.   Personal 

4. NTS will respond to both detected interference and reports of suspected devices causing interference and disturbing the campus network. Where such interference cannot be resolved, the use of wireless devices may be restricted by NTS.

C.   Security

General access to the network infrastructure, including wireless infrastructure, will be limited to individuals authorized to use UCSC and Internet resources. APPENDIX B contains further information on security architectures for wireless networks.

1.  Wireless infrastructure components will be protected from theft or unauthorized access.

2. The wireless infrastructure requires authentication and encourages the use of secure protocols, but does not provide mandatory user encryption services nor ensure data privacy. Applications using the wireless infrastructure must require their own authentication, authorization, and encryption mechanisms to be used securely by wireless clients. Optional client software may be used to create a secure connection for the Windows 2000, Windows XP and Mac OS X operating systems. Or, virtual private network (VPN) clients can be employed.

3. Wireless networks are not a substitute for wired network connections. Unless using encrypted protocols or connections, wireless devices shall not be used for connecting to UCSC business systems such as human resources, payroll, student information, financial information, or to other systems that transmit sensitive or confidential information or are critical to the mission of the University.

4. In cases of suspected abuse or security violations, wireless access points and wireless client devices are subject to UCSC’s “Guidelines and Procedures for Blocking Network Access”. NTS or the ITS Security Team will attempt to contact the registered Security Contact or other technical point of contact prior to blocking a wireless user or device. In cases where network blocking is not sufficient to resolve problems, physical disconnection or removal of a WAP may be required.
IV.  SCOPE AND APPLICABILITY

The scope of this policy is all of the UC Santa Cruz main campus, including all academic, administrative and residential buildings and all outside locations, and applies to faculty, staff, students and visitors. Off-campus locations connected to UCSC’s network are also subject to the safety and security provisions of this document. In addition to blocking or device removal, intentional or repeated violations of policy will be referred to the relevant authorities.

V.  DEFINITIONS

A.  Wireless Access Point (WAP)--connection points between segments of a local area network (LAN), using radio transmit and receive antennas instead of network ports for access by multiple users of the wireless network. Similar to standard wired "hubs," wireless access points are shared bandwidth devices.

B.   Authentication--the process of securing the identity of an individual, currently based on a user account name and password. Authentication merely ensures that the individual is who he or she claims to be, but says nothing about the access rights of the individual. Wireless authentication currently requires a UCSC account name and password (formerly a “CATS account”).

C.   Authorization--the process of assigning individuals the permission to read, write, or modify system objects or execute transactions based on their identity or roles assigned to it.

D.   Service quality--the level of connection service quality determined by factors that can affect radio transmissions, such as distance from the access point, number of users sharing the bandwidth, state of the environment from which the transmission is taking place, and the presence of other devices that can cause interference. The initial wireless network deployment for students, “CruzNet”, is designed to be “best effort” in terms of both coverage area and bandwidth.

E.   Common area--public access areas and general conference rooms, open seating areas where members of the community may sit and work, cafes, lounges, general lecture halls.

F.   Coverage--the geographical area where a baseline level of wireless connection service quality is attainable.

G. Interference--the impairment of a wireless communication signal caused by electromagnetic radiation from another source. Such interference can either slow down a wireless transmission or completely eliminate it depending on the strength of the signal. The IEEE 802.11 specification for wireless Ethernet connectivity, includes IEEE 802.11b, 802.11a and 802.11g access points and client devices, which operate in the 2.4 Ghz or 5.8 Ghz bands. The Industrical, Scientific and Medical (ISM) radio bands were originally reserved internationally for non-commercial use of RF elctromagnetic fields for industrial, scientific and medical purposes.  ISM bands are the 902 Mhz, 2.4 Ghz and 5.8 Ghz area of the unlicensed or “public” radio spectrum, which are now also used by cordless telephones, barcode scanners and other devices.
H.    Privacy--the condition that is achieved when successfully maintaining the confidentiality of personal, student, patient, and/or employee information transmitted over a wireless network. 

I.   Security--as used in this policy, measures to protect electronic communication resources from unauthorized access and to preserve resource availability and integrity. University policy regarding information systems security is defined in the UC Business & Finance Bulletin IS-3.

J. Wireless communications network--a network that uses wireless infrastructure to transmit and receive data over the air, minimizing the need for wired connections. A wireless local area network (WLAN) generally affords both data connectivity and user mobility to multiple clients. Wireless point-to-point connection services may also be in use on the campus, to extend the network where to areas where no network cable is presently available. 

K. Wireless infrastructure--wireless access points, antennas, cabling, power, and network hardware associated with the deployment of a wireless communications network.

VI.  REFERENCES

A.   Office of the President: University of California Electronics Communication Policy (http://www.ucop.edu/ucophome/policies/ec/).

B.   UC Business & Finance Bulletin IS-3, Electronic Information Security (http://www.ucop.edu/ucophome/policies/bfb/is3.pdf) and Implementing Guidelines (http://www.ucop.edu/ucophome/policies/bfb/is3guide.pdf).

C.   UC Facilities Manual (http://www.ucop.edu/facil/fmc/facilman/), which includes facilities policies, procedures, and guidelines.

D. http://www2.ucsc.edu/cats/sc/help/policies/blockproc.shtml
E. UCSC Policy & Procedure Manual (does one exist?)

F. Health Insurance Portability and Accountability Act of 1996, Public Law 104-191.

G. UC DAVIS Wireless Policy http://manuals.ucdavis.edu/ppm/310/310-17.htm 

APPENDIX A – WIRELESS NETWORK PROCEDURES & RESPONSIBILITIES

I.  PROCEDURES

The following procedures for deployment of wireless infrastructure are essential for the reliability, integrity, availability, and security of the campus wireless infrastructure.

A.   Wireless standards

ITS will publish wireless operational standards for use by campus departments at http://cruznet.ucsc.edu. The standards will be reviewed quarterly and updated as necessary.

B.   Wireless infrastructure in common areas served by ITS

Departments that wish to provide wireless connectivity within a common area of the campus must contact ITS for review, coordination, analysis, and approval of such installations. Service information, use instructions, FAQs, network outage notices, and other information for common area wireless network locations will be published by ITS at http://wireless.ucsc.edu.

C.   Registration procedures

1.   All new installations of wireless networks and those in service prior to the adoption of this policy must register via the online forms [or service, TBD] published by ITS at http://cruznet.ucsc.edu. Wireless network registration information includes, but is not limited to:

a. Use/purpose
b. Component list
c. Access point locations
d. Projected coverage map
e. Virtual local area network (VLAN) assignments
f. Network Jack/IP address
g. Wiring plan
h. Power plan
i. Physical and logical security provisions
j. Authentication
k. Use of encrypted protocols above 40-bit encryption
l. User security awareness
m. Security monitoring
n. Technical contact

2. Coverage areas of registered wireless networks will be published at http://cruznet.ucsc.edu. Access to this information via the web will be available to authorized users. Coverage area information will include information such as network administrator contact, signal range, VLAN, and registered access point location.

D.   Performance monitoring

1.   ITS will manage the use of the common area wireless network and departmental wireless networks as it does the wired network. Trouble reports will be logged, reviewed, and a technician dispatched as required.

2.   Departmental wireless networks in conflict with policies and procedures outlined within this document may incur a labor charge should a technician be dispatched to make corrections in local wireless network implementations. Early registration of a wireless network may prevent the unnecessary dispatch of a technician to resolve wireless network problems.

E.   ITS development and/or support of departmental wireless infrastructure

Departments may request assistance from NTS in the design and installation of a wireless system within their department space. Both permanent installations and temporary installations for conferences are available on a recharge basis, see 

http://www2.ucsc.edu/cats/nts/serv-rates.html

Departments may also request assistance from NTS for the management and/or support of their existing wireless network. This request can be made through a department head memorandum to the Vice Provost--ITS.

II.   RESPONSIBILITIES

A.   ITS

1.   Develop/maintain/update wireless communications policy and wireless security standards.

2.   Maintain a registration of all wireless networks and access points on campus.

3. Resolve wireless communication interference problems.

4. Manage and deploy wireless communications systems in common areas of the campus.

5. Provide a central help desk and point of contact for wireless support and trouble-shooting.

6.   Approve standards for wireless communication hardware and software used by campus departments.

7.   Approve installations of departmental wireless communication systems/access points, if required.

8.   Develop/maintain/update wireless communication network security policies.

9.   Inform wireless users of security and privacy policies and procedures related to the use of wireless communications in common areas.

10  Provide assistance to campus units for the development, management, and deployment of services delivered over wireless communication networks.

11  Monitor performance and security of wireless networks within common areas and maintain network statistics as required to prevent unauthorized access to the campus network.

12  Monitor the development of wireless network technology, evaluating wireless network technology enhancements and, as appropriate, incorporating new wireless network technology within the UCSC network infrastructure.

B.   Department Heads

1.   Adhere to all applicable Federal, State, and local regulations, and UC and UCSC policy pertaining to the installation and use of wireless infrastructure.

2.  Manage departmental WAPs within departmental spaces and assure proper network security is implemented. Where two or more departments share a common building, the department heads may jointly share responsibility for departmental WAPs in that building or negotiate with NTS to take responsibility for the WAPs in that building.

3.  Register wireless access point hardware, software, and deployments with Network & Telecommunications Services.

4.  Inform wireless users of security and privacy policies and procedures related to the use of wireless communications.

5.  Monitor performance and security of any wireless networks within departmental control and maintain network statistics as required to prevent unauthorized access to the campus network.

C.   Users

1.  Use critical and essential campus applications, such as AIS, FIS, PPS, and SIS, only under encrypted protocols or secure connections when using the applications over the wireless infrastructure.

2. Adhere to all applicable Federal, State and local regulations, and UC and UCSC policy pertaining to the use of wireless infrastructure.
APPENDIX B – WIRELESS SECURITY

WIRELESS SECURITY STANDARDS

I.   INTRODUCTION

The use of wireless network technology must not reduce the availability, integrity, and confidentiality of critical and essential applications and/or the UC Santa Cruz computing network. Accordingly, any implementation of wireless network systems at UCSC must comply with the security standards described below for authentication, authorization, monitoring, reporting, and user awareness.

II.  AUTHENTICATION

Access to wireless network connectivity is limited to authenticated users (users whose identity has been verified). Wireless user authentication is initiated using a wireless gateway that enforces a “captive portal” and web-redirection technique, and an encrypted message format to ensure confidentiality of the authenticating information. Authentication is performed by the same UCSC Kerberos/Radius service that is used to authenticate “dial-up” modem pool users for remote access. As with all UCSC accounts (formerly known as “CATS accounts”), wireless user accounts may not be shared.

III. AUTHORIZATION

Due to the lack of privacy of network communication over existing wireless network technology, all wireless traffic is presumed to be insecure and susceptible to unauthorized examination. System and/or application access authorization under wireless network technology is limited as follows:

A.  Users are prohibited from using wireless network technology to access critical and essential applications, such AIS, FIS, PPS and SIS, unless the wireless network communication is performed using encrypted protocols, a secure client or a VPN connection.

B.  Due to the inherent security weakness and lack of scalability of Wired Equivalency Privacy (WEP) and Server Set Identification (SSID), static WEP keys and SSIDs will not be acceptable as security measures. New products are coming out with WPA or “Wi-Fi Protected Access” which should have acceptable security.

C. Wireless network users will employ encrypted protocols for transmitting sensitive and/or confidential information over a wireless network connection. These encrypted protocols include, but are not limited to, Secure Sockets Layer (SSL) for web communication; Secure Shell, Version 2 (SSH); and IP security protocol (IPsec). See Section III.B. for allowed protocols.

III.  WIRELESS ACCESS PROTOCOLS (proposed)
A. Principles:

1. Allow only applications that use encrypted passwords (no clear-text passwords)

2. Encrypt data when privacy is expected or required

a. SSH for command line communication

b. SSL for sensitive web communication

c. Secure mail mechanisms for POP, IMAP and SMTP

3. Allow VPN (virtual private network) communication if desired or required for additional security

4. No guest (i.e. no unauthenticated access) [Note: investigation of authenticated guest access is in process]

B. Allowed Protocols (under review by Security Team)


allow ICMP

tcp/udp ports:

allow 22 ssh

allow 37 NTP

allow 53 DNS

allow 67,68 dhcp

allow 80 http

allow 88 Kerberos

allow 119 NNTP

allow 443 https

allow 465 smtp over ssl

allow 500 ipsec

allow 515 lpr

allow 631 IIP (printing)

allow 636 LDAPs

allow 750 kerb 4

allow 751 kerb

allow 749 kerb admin

allow 993 IMAP over ssl

allow 995 sPOP

allow 1080 web

allow 5731 Cruztime native

allow 5731 Cruztime sync

allow 8080 web

allow 8888 web

allow 8998 TRP

allow 28203 Pharos Pop Up Server

allow 2352 Pharos App

allow 28204 Pharos App

allow 28201 Notify Server

allow 28211 Distribution Agent

allow 28205 Database Server

allow  235 Pharos Database

all other denied.

Notes:

Printing: presently available printing/billing services require authentication but will send unencrypted files to the printer.

Printing from the IC labs requires that the requesting machine be owned by IC. Students who wish to print from an IC lab must login to an IC machine first. The Pharos protocols are opened to allow printing at the Libraries' print-release stations. Pharos software is installed only on Library-owned machines.

Instant Messaging: Most “instant messenger” systems use clear-text passwords and would not be allowed under this proposal, pending review. A concern is that users may often use the same password as for their UCSC account, thus sending it in clear-text despite the NTS requirement for encrypting passwords otherwise.

C. Other Security Control Points

1. Bandwidth Limits: We are not imposing bandwidth limits now. NTS reserves the right and ability to impose limits in either direction (to or from the wireless access point) as required.

2. BW Priority: NTS has the ability and reserves the right to define more than one user role (set of rights) and to prioritize bandwidth or quality of service (QoS) by role if necessary.

3. Subnet Restrictions: We are not disallowing access to particular subnets now. Data Center or other critical subnets could forbid access from the wireless subnets if that is desired or required, using network routing policy and/or firewalls. Alternatively, VPN clients could allow secure wireless access.

4. WAP Schedule: NTS has the ability and reserves the right to schedule disabling the radios (restricting access to defined times) at particular locations but has no such requirement yet.

IV.  SECURITY AWARENESS

All wireless network users will receive instructional material via a written or web publication upon registration for authentication. The instructional web material (refer to http://cruznet.ucsc.edu) will include but not be limited to the following topics:

A.   Authentication for wireless network access and protection of passwords.

B.   Authorization for use of wireless network technology.

C.   Wireless interference issues.

D.   Privacy limitations of wireless technology.

E.   Procedures for reporting wireless network service problems.

F.   Procedures for responding to a suspected privacy or security violation.

G.   Procedures for revoking dynamic host configuration protocol (DHCP) registration due to termination of an affiliation with UC Santa Cruz.

The instructional web material will be provided via the website, except for security awareness information that may be unique to a particular location or to a UCSC unit hosting a wireless service.

V.   MONITORING AND REPORTING

The use of wireless network technology will be monitored on a regular basis for security and performance (monitoring responsibilities are defined in paragraph V of the policy).

A.   Authentication, authorization, usage, and wireless network performance reports are to be published on a daily, weekly, and monthly basis. The reports will provide the following information, but not be limited to:

1.   Access point availability.

2.   Incoming and outgoing traffic speeds by access points.

3.   Radio link performance.

4.   Successful and failed authentication attempts.

B.   The reports will be maintained according to the UC records disposition schedules or not more than five years.

C.   Any unusual wireless network event that may reflect unauthorized use of wireless network services will be immediately reported by the wireless system administrator to the campus Incident Response Team for review and, if appropriate, investigation. Further information about the campus Incident Response Team is available at http://security.ucsc.edu [TBD]
APPENDIX C – INTERIM STRATEGY FOR NON-CONFORMING WIRELESS EQUIPMENT
[DAVI’s proposal for a transition model for existing standalone WAPs]

Simple Model for Standalone WAPs

Standalone WAPs, which are unable to use appropriate authentication, should be replaced with campus-approved technology. In the interim, if the devices need to remain functional, here are simple security settings that should be required:

· Enable WEP on your access point and all clients that use it. Make sure that your hardware uses 128-bit WEP. Make sure that the key you use is difficult to guess. Users only have to enter it once -- when they set up their wireless cards. Therefore it can be something that is difficult to type. One approach is to look at http://rulink.rutgers.edu/random.php3. This generates a random 32-character hex string. Depending upon the format required by your system, this may be an appropriate key. 

· Use MAC address control. This is a feature -- available on most access points -- that causes the access point only to talk to specific wireless devices. Each device (e.g. the wireless card that you put in your laptop) has a "MAC address" assigned to it. This address should be shown on the card. It will be a 12-digit hex number. Sometimes it is shown with punctuation, e.g. 00:07:50:03:6b:c0. Other times it is simply 12 hex digits, e.g. 000750036bc0. You register this address with the access point. The access point will only talk to cards that are registered. 

· Disable broadcasting of SSID's. "SSID" is the technical term for the network name. You enter this into the access point when you set it up. (Don't leave the name as the default, or you are likely to conflict with other access points in your area. Normally you use your name or some name associated with your department.) Access points normally advertise this name by broadcasting it regularly. This broadcast is used by people as a starting point to find networks to attack. Most access points let you turn off broadcast of the SSID. Often this is called making it a "closed network."
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