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  Job Description 

INFORMATION TECHNOLOGY services

Unit/Division:
Network and Telecommunications Services
Working Title:
Network Programmer / Analyst III
Classification:
P/A III 
Grade (if applicable):
PSS L
Supervisor:
Richard Chew, Network Operations Mgr., P/A IV-Supv., MSP II

Positions Supervised: 
None
Type of Direction or 

Supervision Received:
Under Direction

Effective Date:


Incumbent’s Name:


Client Population:  
           Campus Community
Unit Description:  NTS provides both wired and wireless (CruzNet) voice and data communications services to campus.  NTS also provides two-way radio service to Public Safety and facilities organizations.  NTS participates in campus, intercampus, and regional voice and data infrastructure planning and development.

Network Services operates, installs, and maintains service to the Campus Network, which

connects workstations, workgroup LANs, instructional computing labs, computer-equipped

classrooms, and other on-campus resources to each other and to the Internet.  Services include on-campus network access to:  academic, library, and administrative computing; database and information servers; dial-in services from residences to open access and classroom computers; the Internet, electronic mail delivery, and print spooling services.

Telecommunications Services installs, operates, and maintains the campus telephone and voice

mail systems; manages off-campus communications services and campus two-way

radio communications; and publishes the campus resource (“telephone”) directory.
Summary Statement:  Under general supervision, the Network Programmer/Analyst is responsible for the implementation, maintenance, enhancement and support of specified modules within the Network.  The incumbent will also have primary responsibility for implementation, maintenance, and support of network reports, production interfaces and production scripts. In addition to promoting operational stability and reliability, a major focus of this position is to help NTS staff monitor and protect the campus network from intrusion and to develop and enhance tools to minimize and manage security risks and exposures. This position will work closely with the Network Security Team, Sr. Network Analyst and NTS Planning and Development to determine programs and scripts for the operational environment. The P/A will also develop programs to aid in troubleshooting and repairing network equipment, systems and services.  
Major Functional Areas and Description of Duties:

Percent

of Time
Tasks

50%
Maintain and enhance current components used for security, network reporting and troubleshooting.
· Provide technical analysis for requests of modifications and enhancements to base vendor-supplied or open source software with regard to the impact of the changes on specific programs, reports, production scripts, etc., as well as on the overall system and system security.

· Write technical specifications for approved modifications to existing programs, reports, and production scripts based on priorities set by the Network Operations Manager.

· Code and test specified modifications and enhancements for network and security.

· Analyze security needs and specify, program and test interfaces into current applications and programs.
· Analyze, specify, code and test reports as requested and prioritized by users.

· Implement modifications and new programs into network production environment.

· Design, specify, code, test and implement Unix production scripts for the network and security.

· Participate in ongoing planning and problem solving meetings with users, user analysts, and project management regarding network maintenance and production.

· Provide support for functional vendor upgrades, including technical impact analysis, reapplication of local modifications, testing, and implementation.

· Participate in analysis, planning and preparation for major vendor technical upgrades.  

· Identify and implement internal documentation and processes necessary to accurately track and administer local modifications, implementations, production processing, etc.
25%
Provide production support for production network.
-
Provide support for network, working with Security Team, Sr. Network Analyst and Planning and Development as necessary.

· Consult with technical staff to answer network related questions, security concerns and propose procedural and system solutions.
· Assist in design and functional specification of modifications and enhancements.

· Consult with users to provide ad hoc technical support for maintenance and production tasks.

· Design and perform necessary corrections to data. 

· Working with analysts, verify, report and track “bugs” in software.

· Analyze and work with analysts on impact of vendor software upgrades.

20%
Provide support for network procedures and technical environment.
· Continually increase technical skills and expertise via formal training, self training, investigation and experience.

· Analyze and implement solutions in the area of standards, programming environment, implementations, tools, documentation, etc.

· Attend network operations, security and planning meetings regularly to define problems and implement solutions.

· Provide input to network team on needed technical infrastructure items.

· Attend technical training as needed.

5%
Other
· Serve on CATS, NTS and security committees.

· Attend NTS staff meetings.

· Provide status reports and other reports as requested, and perform other administrative tasks.

· Stay current on emerging technology not specifically relevant to current systems responsibilities, i.e., web technology, etc.

Qualifications:  
BA or BS degree in Computer and Information Sciences or equivalent work experience.  
Technical experience in network management systems (preferably HPOV, NetDisco, RDBMS), SQL, C programming language, Perl, UNIX OS (preferably SUN/Solaris) and shell scripts.  
Demonstrated understanding of security at network, system, application and database levels.  

Experience with JAVA.
Experience in administrative UNIX production systems (preferably network monitoring systems in higher education).  
Experience in system analysis and design.  
Experience in maintaining, modifying and upgrading complex vendor software.  
Experience in technical problem evaluation and resolution.  
Experience in providing extracts, reports, data loads, network usage, etc. based on user specifications.  
Excellent verbal and written communication skills and the ability to communicate effectively with staff of varying technical expertise.  
Demonstrated ability to quickly learn the functional and technical aspects of portions of a large, complex administrative system.

Special Notations or Conditions of Employment:

Finger printing and job-related background check required.

CERTIFICATE OF EMPLOYEE:  

________________________________________________________________________

Signature/Date

CERTIFICATE OF IMMEDIATE SUPERVISOR:
________________________________________________________________________

Supervisor Signature/Date
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