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1.  Purpose

  This policy describes how dial-up computer modem technologies are to be deployed, administered, and supported at UC Santa Cruz. The purpose is to assure that individuals or units using dial-up modems do not enable campus security, privacy or abuse hazards. 

  This policy supplements UC and UCSC electronic communications policies. The Modem Policy is subject to campus review and oversight as chartered by the Provost. 

2. Overview

UC Santa Cruz relies heavily on various internal automated resources (networks, computers, telephones, etc) to meet the operational, financial and information requirements of its instruction, research and service missions. All information as it passes and is stored on these resources are important assets of the University. A system of internal controls and policies should exist to safeguard and control misuse of these assets. Information will be processed securely, and all employees share the responsibility for the confidentiality, integrity, and continued secure availability of the University’s information. This policy covers both accidental and intentional disclosure of, or damage to, University assets due to improperly installed remote access devices, specifically, modems. 

3.  Definitions: Modem Technology

[TBD]

4. Rationale:  Need for Policy
There are legitimate needs for remote access using modems, both for general access to the campus network and for IT staff access for remote management and troubleshooting.  The campus modem pool and hosted departmental modems are maintained for these purposes. Third parties may use dial-up access to monitor their equipment remotely. 
However, modems can also be used to gain “back-door” access to computers or networks – meaning that by dialing in, access control lists, firewalls and other security measures may be bypassed.  Modems therefore can create the risk of accidental or intentional intrusion by unauthorized users. Moreover, hackers using automated "war dialers," hackers can rapidly locate and gain access to improperly safeguarded  modems, and from there potentially gain access to computers as well as to the local network and beyond.   
Modems therefore should be properly configured, password-protected and otherwise deployed to meet campus security standards and facilitate detection of unauthorized use.

5.  Scope of Policy and Statement of Authority
Scope:  This policy statement applies to the confidentiality, integrity, and continued secure availability of the University’s assets with regards to remote access via telephone and ISDN lines and specifically modems. The main feature of this policy is to outline the conditions that devices which allow such access must meet within the University, and how the enforcement of this policy will be carried out. 

This policy applies to all modem devices connecting to computers that access the campus network, whether attached directly or through intermediate devices. This policy applies to the UC Santa Cruz main campus, including all academic, administrative and residential buildings and all outside locations, and applies to faculty, staff, students and visitors. Off-campus locations connected to UCSC’s network are also subject to the security provisions contained within this and related network policies. 

Authority:  The Vice Provost--Information Technology Services (ITS) is responsible for providing a secure and reliable campus wireless network to support the mission of the University. The VP-ITS, in accord with applicable University of California policies and procedures, is charged with the development, review, coordination implementation, oversight, and administration of all policies, procedures, practices, and protocols that pertain to modem communication, including but not limited to security and privacy, infrastructure development and deployment, standards, scope of service, acceptable hardware and software, appropriate use, and charges. The VP-ITS has authority and responsibility for all matters pertaining to modem communication not described below or not expressly reserved. Under this broad responsibility, the following campus-wide modem policy is established:

6. The Policy

A. Modems must abide by all federal regulations pertaining to electronic communications. Furthermore,  modems shall conform to recommended minimum security and management specifications as defined by ITS and other interested parties.

B. No modems are allowed to be connected to the campus network without prior registration with ITS.  Unregistered or “rogue” modems will be subject to telephone line blocking, network blocking and physical removal from the network if necessary.

C. As part of the registration process, the locations of and an official point of contact for all modems must be registered with ITS. In general, this point of contact will be the designated Security Contact for the department or unit.

D. Physical security should be considered the joint responsibility of all parties when planning the location of modems and other remote access network components. 

7. Roles and Responsibilities

ITS is responsible for the operation and management of campus network infrastructure. Remote connections to campus backbone network is enabled by dial-up modem access. 
ITS operates the central campus modem pool service as well as hosted departmental modems. In order to ensure reliability, integrity and interoperability between the network and telephone/modem domains it is the responsibility of ITS to ensure the design, management and appropriate use of the campus  infrastructure is in accordance with best practice and existing policies.
ITS will:
· provide physical and technical safeguards for the campus modem pool and hosted departmental modems 

· provide procedural guidelines for departments and users 

· maintain a list of all authorized modems, along with their normal settings 
· regulate access to the network

UCSC departments and IT experts within those departments shall, where appropriate, be responsible for the localized management and implementation of modems and related remote access infrastructure. It those cases it is the responsibility of the department, center or unit staff to be knowledgeable regarding the provisions of all UCSC policies, and to coordinate with ITS on security and abuse issues. 
Departments, centers, units and individuals have the responsibility to: 

· comply with all controls/policies with regards to modem usage 
· obtain appropriate authorization from the owner/custodian of any network a newly placed modem will be connected to BEFORE attaching and activating it. 

· register with ITS with the telephone number, modem description, and physical and logical location of all authorized modems to be deployed. 
· report any known violations of this policy to the ITS Security Team
Departments and individuals are expected to purchase equipment in line with University purchasing policy and by seeking guidance from ITS.  To that end, ITS will regularly publish information regarding security standards and hardware and software compatibility.

8. Conformance with Existing Policies

ITS is authorized to take whatever reasonable steps are necessary to ensure compliance with this and other network-related policies that are designed to protect the integrity and security of the campus network. Specific attention is drawn to the University of California Electronic Communication Policy, the UC Business & Finance Bulletin IS-3, Electronic Information Security, and the UC Santa Cruz Network Blocking policy.  Under the latter, ITS is authorized to block or disconnect users or devices that are in violation of policy.

If a serious security breach or network abuse is in process, or a situation endangers life and safety, ITS may disconnect a modem immediately. NTS or the Security Team will attempt to contact the registered Security Contact or other technical point of contact prior to blocking the modem or network.  In cases where line or network blocking is not sufficient to resolve problems, a modem may be physically disconnected or removed.
9. Resolution of Grievances and Disputes

Grievances with this policy, or conflicts or disputes between ITS and any department, center or unit should be presented to the Director, Network & Telecommunications Services for resolution. Should a satisfactory resolution not be achieved, appeals may be directed to the Vice-Provost, Information Technology Services.
10.  References and Related Documentation

A.   Office of the President: University of California Electronics Communication Policy (http://www.ucop.edu/ucophome/policies/ec/).

B. UC Business & Finance Bulletin IS-3, Electronic Information Security (http://www.ucop.edu/ucophome/policies/bfb/is3.pdf) 

and Implementing Guidelines (http://www.ucop.edu/ucophome/policies/bfb/is3guide.pdf).

C. UC Facilities Manual (http://www.ucop.edu/facil/fmc/facilman/), which includes facilities policies, procedures, and guidelines.

D. http://www2.ucsc.edu/cats/sc/help/policies/blockproc.shtml
E. UCSC Policy & Procedures Manual

F. Health Insurance Portability and Accountability Act of 1996, Public Law 104-191.

